MFS100 CLIENT SERVICE
INSTALLATION MANUAL




1. Start installation:

Right click on setup file and select “Run as administrator”.

Note: To install MFS100 scanner drivers and necessary service, setup need to access system32 folder. In this case

setup need administrator privileges.

Q) MFS100ClientService.
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Open

Run as administrator

& i i i i >

Troubleshoot compatibility

Select Left File for Compare

Add to archive...

Add to "MF5100ClientService.rar”

Compress and email...

Compress to "MF5100ClientService.rar” and email
ZoneAlarm »
Pin to Taskbar

Pin to Start Menu

Restore previcus versions

Send to »
Cut

Copy

Create shortcut
Delete

Rename

Properties

2. Welcome Wizard:

2471 KB

.
i3 Setup - MFS100ClientService

This will install MFS 100ClientService version 8.0.0.3 on your
computer.

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.
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3. Destination Location

-
§8) Setup - MFS100ClientService B

Ready to Install
Setup is now ready to begin installing MFS 100ClientService on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:\Program Files\Mantra\MFS 100ClientService

4. MFS100 Scanner Driver Setup Wizard

-
gf_-.‘,' Setup - MFS100 Fingerprint Sensor Driver @_‘E

Welcome to the MFS100
Fingerprint Sensor Driver Setup
Wizard

This will install MFS 100 Fingerprint Sensor Driver version
8.0.0.3 on your computer.

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

|| Next > || Cancel




5. Driver Installation Directory

5 Setup - MFS100 Fingerprint Sensor Driver

Select Destination Location
Where should MFS 100 Fingerprint Sensor Driver be installed?

‘ Setup will install MFS 100 Fingerprint Sensor Driver into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

:\Program Files i i i Browse...

At least 3.6 MB of free disk space is required.

< Back Next > Cancel |

6. Driver Start Menu Directory

5 Setup - MFS100 Fingerprint Sensor Driver

Select Start Menu Folder
Where should Setup place the program's shortcuts?

u Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

FS 100 Fingerprint Sensor Driver Browse...

< Back Next > Cancel




7. Driver Directories Confirmation

r y
QBJ Setup - MFS100 Fingerprint Sensor Driver Ej_ig

Ready to Install ~
Setup is now ready to begin installing MFS 100 Fingerprint Sensor Driver on your @
computer. b

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: A
C:\Program Files (x86)\MFS 100 Fingerprint Sensor Driver

Start Menu folder:
MFS 100 Fingerprint Sensor Driver

A

8. Start Driver Installation

-
Device Driver Installation Wizard

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
computers devices need in order to work.
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To continue, click Next.
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9. Completing Driver Installation

-
Device Driver Installation Wizard

Completing the Device Driver
Installation Wizard

The drivers were successfully installed on this computer.

ack [ Finish ][ Cancel J

A

10. Finish Driver Installation

p
15] Setup - MFS100 Fingerprint Sensor Driver

Completing the MFS100
@ Fingerprint Sensor Driver Setup
C Wizard

Setup has finished installing MFS 100 Fingerprint Sensor Driver
on your computer. The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.




MFS100 CLIENT SERVICE INSTALLATION MANUAL

11. Installing MFS100 Client Service

r A
# ' C:\Program Files\Mantra\MFS100ClientService\InstallUtil.exe ‘ = | & |—8|-J

Microsoft (R) .NET Framework Installation utility Uersion 2.08.50727.5483
Copyright <(c) Microsoft Corporation. All rights reserved.

Running a transacted installation.

Beginning the Install phase of the installation.

See the contents of the log file for the C:\Program Files\Mantra\MFS108ClientSer
vice\MFS10808ClientWinSvc.exe assembhly’s progress.

The file is located at C:\Program Files\Mantra\MFS1088ClientService\MFS1088Clientl!
inSvc.InstallLog.

Installing assembly ’C:\Program Files\Mantra\MFS1808ClientService\MFS1088ClientWin

Suc.exe’.
Affected parameters are:
assemblypath = C:\Program Files\Mantra\MFS188ClientService\MFS188ClientWinSvc

= C:\Program Files\Mantra\MFS188ClientService\MFS188ClientWinSvc.Inst

lngtoconsnle =
Installing service MFS1668ClientSvc...
service MESIVVUCIL1entSuc has been successfully installed.
Creating EventLog source MFS10868ClientSvc in log Application...

A

12. Finish MFS100ClientService Installation

R Setup - MFS100ClientService E=N J

Completing the
@ MFS100ClientService Setup
C Wizard

Setup has finished installing MFS 100ClientService on your
computer.

Click Finish to exit Setup,

¥| 1 agree toinstall certificate for avoiding security issues.!

| Finish |




13. Opening Certificate Installation Page

Internet Explorer:

Setup will automatically open service URL as below or you can manually browser the URL https://localhost:8003/mfs100

Once URL is open, it will as for select certificate as shown in below image. Select the proper certificate. For other browser
setting discussed later in this document.
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localhost ‘
Issuer: GlobalSign Mon-Public SHAZ... 1. Select Certificate of "localhost " issuer of "GlobalSign"
Valid From: 2/16/2016 to 2/8/2018

Click here to view certificate prope..

2, Press "OK" button
DS MANTRA SOFTECH (IN...
Issuer e-Mudhra Sub CA Class 2 for...
Valid From: 12/15/2015 to 12/15/2017 3. Wait for Certificate installed Successfully

Cancel

Once, certificate selected, you need to do setting for IE as discussed below.

Setting for cross domain security. Go to internet option through “Menu=>»Tools=»Internet Options”

& aboutblank P = & | & Biank Page

Bt v B - 2 @ - Pager Safty> Tooks~ @~ B G0 G

[ security Settings - Internet Zone lEem]
1 '..
Select a zone to view or change security settings. . -
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- Tochange the settings, dick Custom hevel,
- Te uga the recommended settings, chok Default level. *Takes effect after you restart your computer
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7] Enabie rotected Mode (tequites restartion ftemet Explores) Reset19: | medumhigh (default) v] [LReset.. |
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Allow your site to access cross domain.

Internet Options 1 L® | =

I
General|| Security |brivacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ @« o
Internet  Local intranet Tm Restricted

sites

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

6

Add this wehs I
I“nte your URL here I

Trusted sites 3 =
J This zone contains websites that you ;]
trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All
Medium
- Prompts before downloading potentially unsafe

() content
‘ - Unsigned ActiveX controls will not be downloaded

[T Enable Protected Mode (requires restarting Internet Explorer)

[

Reset all zones to default level

Default level

http://192.168.0.43
http://nest.mantratecapp.com

https: //mantratec.sharepoint.com
https: //mantratec-files.sharepoint.com

-

IReqieserververiﬁcaﬁon (https:) for all sites in this

5 -> uncheck if site not published
with SSL

[ o J|[ concel ][ oo

Firefox (Old version)

: §
j {1, Untrusted Connection x LS v :@%ﬂ
& | @ https:/MlocalhostE003/mfs100/ v & || Q search B + A O =

Add Security Exception ]

v

This Connection is Untrusted

You have asked Firefox to connect securely to localhost:8003, but we can't confirm that your
connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

I you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

1. Click on the link
Getme out of here!

Technical Details

" IUnderstand the Risks ‘

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification. =
dentiication 2, Click on Butten

Add Exception

.Ag You are about to override how Firefox identifies this site,

Legitimate banks, stores, and other public sites will not ask you to do this.
Server

(Rl il htps://localhost:8003/ mis100/]

| | Get Certificate

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

Certificate Status
This site attempts to identify itself with invalid information.

Unknown Identity

3. Click on button

Permanently store this exception

gonﬁ.lmSecuri_ia'EKcapﬁ_ion.] l Cancel J




Firefox (Latest Version)

=N = 5

’ /4, Insecure Connection x \ +
& (O https://localhost:8003/mfs100 & |[Q search Pal=T B TS

[8) Most Visited @ Getting Started

# Your connection is not secure R

2. You are about to override how Firefox identifies this site.
&\ Legitimate banks, stores, and other public sites will not ask you to do this.
The owner of localhost has configured their website improperly. To protect

your information from being stolen, Firefox has not connected to this Serves
website. 1. Click on the Button [R7< 1 Hlhttps: //localhost:8003/mfs100, Get Certificate
Learn more... \ Certificate Status

This site attempts to identify itself with invalid information.
Go Back Advanced
S | Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted

localhost:8003 uses an invalid security certificate. S E
authority using a secure signature.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates. 3. Click on button
An additional root certificate may need to be imported.

Error code: SEC_ERROR_UNKNOWN_ISSUER

2. Click on button
Add Exception... "

Permanently store this exception

Confirm Security Exceptionl [ Cancel ]

14. Opening Test Page with below link (Click or Ctrl + Click)

file:///C:/Program%20Files/Mantra/MFS100/MFS100ClientService/Test/MFS100ClientServiceTest.htm
MR ——————— —— - - -
| 5 c\Program Files\Mantrz\MFS100\MFS100CHentServicel” 0 = ¢ ﬁ & C\Program Files\Mantrs\.., r _ N

5o~ v [ @ v Pagev Safetyv Tools~v @~ [0 0L B &

Please check that your bowser is asking for enable script or not. If ves then enable it. ~
First time capture may take time, so wait after click the button "Click To Capture”

[ Getinfo | [ Capure | [ Match | [ Capture and Mateh | [ GetPID Data |

Serial No:

Make:

Model:

Width:

Height:

Local MAC:

Local IP
Status: [ |
Quality- [ |
NFIQ: [ |
Base64Encoded ISO Template
Basze64Encoded [SO Image

Baset4Encoded Raw Data

Base64Encoded Wsq Image Data

Encrypted Base64Encoded Pid

*x ~ ™

Encrypted Base64Encoded Internet Explorer restricted this webpage from running scripts or ActiveX controls, ‘ Allow blocked content
=T




15. Capturing Finger

J file:///C:/Progr..ServiceTesthtm x\-l- .

€ @ file///C:/Program Files/Mantra/MFS100/MFS100ClientService/Test/MFS100ClientServiceTest.htm ¢ || Q search wB ¥ A0 =

Please check that your bowser is asking for enable script or not. If yes then enable it.
First time capture may take time, so wait after click the button "Click To Capture”

[ Match | [ Capture andMatch | [ GetPIDData |

GetInfo

Serial No:
Make:
Model:
Width:
Height:
| Local MAC:
Local IP
ErrorCode: 0 ErrorDescription:
62
2

RK1SACAYMARAAAEMAAABPAFI AMUAXQEAAARCLECHANDYSUCaAODLQ4BOANC ZECTAQDYZIDUAL/ 12 IB0ASWIV4CLAID6V4 DOAS1g2 IBNAUIUPEBHATSZZEBCAUGONYDQARISZEC 4
Base64Encoded ISO Template ~ 8AVZ/UECKAES/XUCOAENSV4B/ ANmrSUCKANTTQ4CQAQeyZECEARDHXUBKARMONUC1 ATBONYC2AT £qZECVAUAHQODGAT5vZ 1B -
/AGiOVOCUAVCCPEBPAVMILODUAVE 2UEBEAVAwWIUBTADUTXUCQAOZCXYCHAP+TZ IC6AMTCZ IBHACENXYBXAS SKV4BpAT +CXYCUATSIPTBWATgSZEDTATRXZEBCAGOPZEBSAVUIN

Rk1SADAXMAARAAABTSYBAQAeAQEBOAHOATQBOAQARARARDUGAAEBZARBPAFiIAP/7/P7//v3//////vz8/£39/£7+/vT+/£39/£259/n8 a
Base64Encoded ISO Image /Pz8/Pz7+vr6+£fn4+Pj5+£j2+Pn49£fPz8/Py8/P19vb4+vn39£fX3+Pj4+Pj5+vr6+vn5+£fnS+fbl9Pb4+£fn4+Pj4+Pn5+£j4+Pj49vb4+P£29vb29/b3+P£29vb19fb29vb29 &

/£29vX19£P

//v8/v/+/E/////+/P29/£39/vT+/v79/£39/Pn3+£28/P2z8/Pv6+vr5+£j4+PnS+Pb4+£3j18/P2z8/Lz8 -
Base64Encoded Raw Data /X29vi6+££19££4+Pj4+Pn6+vr6+£fnS5+fn59vX09vi5+£j4+Pj4+£fn5+Pj4+Pj29v3i49/b29vb39vE49/b29vX19vb29vb39/b29£X18/P09£fT19£X19£X29vb29

/6D/ qAB6TK1TVF9DT00gORPQRSVhEVO1EVEGGMZE2C1 BIWF 9 IRULHSFQgMzUOC1BIJWF SERVBUSCA4C1BQSSAIMDAKTE 9TUL kgMRpDT 0XxPULNQQUNFIEASQVKKQOINUFJFUINJITO4 ~
Base64Encoded Wsq Image Data 9V1NRC1ATUVSCSVRSQUREIDEUMDAWMDAW/ 6gACE1ST1RSQE +kADOJBWAJIMEM1 2QAK4 PMZmgEKQe/ XmgEL) 1dkzQAL4XmI MwAJLY SWAREK+ TPTMWELSoChmgAKInEal 5
/+1AYUCACwDeOwDkRsDeOwDkRsDeOwDkRsDeOwDkRs D3 NQDgPEDibADPTkDg08DnZ IDjR4DVED] 10DapwDe ScD1EEDEPUDL £MDi YkDpRsDd20D3 OwDe 1EDK

Encrypted Base64Encoded Pid

16. Service Status: If you are facing problem in point 14 then please check service status shown as below figure.
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5] Documents [#h Local Security Policy 1/22/2015138 M Shortcut i Microsoft Software Shadow .. Manages so...
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1% Computer 50) Task Scheduler 7/14/200910:24 AM  Shortcut g NeicFcp L istaner Aidapter i
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